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Purpose

The purpose of this reports is to advise Members of the recent inspection by the
Investigatory Powers Commissioner’s Office (IPCO) regarding RIPA
Authorisations, provide information on usage of RIPA during 2021-23 and to seek
approval of the reviewed Council policy on RIPA.

Recommendations

That the Audit Committee:
a) Notes the outcome of the recent inspection.
b) Notes the usage of RIPA during 2021-23

c) Approves the reviewed Council Corporate Policy and Procedural Guidance
document on RIPA at Appendix A

Background

The Regulation of Investigatory Powers Act 2000 (RIPA) governs the acquisition
and disclosure of communications data and the use of covert surveillance by
local authorities.

The Council uses powers under RIPA to support its core functions for the
purpose of prevention and detection of crime.

There are three processes available to local authorities under RIPA: the
acquisition and disclosure of communications data; directed surveillance; and
covert human intelligence sources (“CHIS”).

The Act sets out the procedures that the Council must follow if it wishes to use
directed surveillance techniques or acquire communications data to support
core function activities. The information obtained from such operations can later
be relied upon in court proceedings providing RIPA is complied with.



3.5. The Home Office Code for Covert Surveillance and Property Interference
recommends that Members, whilst not involved in making decisions or specific
authorisations for the local authority to use its powers under Part Il of the Act,
should review the Council’s use of the legislation and provide approval to its
policies. The Council adopted this approach for oversight of the authority’s use of
Parts | and Il of the Act.

3.6. There are different thresholds that need to be met before any surveillance can be
undertaken. In the case of Directed Surveillance or the use of Covert Human
Intelligence Sources (CHIS) an offence has to be punishable by a custodial
sentence of 6 months or more or the offence is related to the underage sale of
alcohol and/or tobacco. In the case of Communications Data an offence has to
be punishable by a custodial sentence of 12 months or more (e.g. offences
relating to counterfeit goods which carry a maximum penalty of 10 years in
prison).

3.7. Where the above criteria are met, local authorities can make an application for
the acquisition and disclosure of communications data (such as telephone billing
information or subscriber details) or directed surveillance (covert surveillance of
individuals in public places); and the use of a CHIS (such as the deployment of
undercover officers). However, powers can also be used if the offences meet the
serious crime threshold.

3.8. Thelegislation and Codes of Practice set out the procedures that local authorities
must follow when undertaking surveillance. These include approval by
Authorised Council Officers for Directed Surveillance / CHIS applications to show
that the proposed use of the powers is “necessary and proportionate”.

3.9. The Councilis required to have a Senior Responsible Officer to maintain oversight
of the RIPA arrangements, procedures and operations. The Council’s Monitoring
Officer performs this function and is responsible for the integrity of the Council’s
process for managing the requirements under RIPA.

3.10. Since 1 September 2017, the Investigatory Powers Commissioner's Office (IPCO)
has been responsible for the judicial oversight of the use of covert surveillance by
public authorities throughout the United Kingdom.

4. Usage of RIPA

4.1. In short, these powers have not been used by Crawley Borough Council since 2019.
There were no requests (for authorisation to use the powers) made in 2020, 2021,
2022 or 2023. There have been none so far in 2024.

5. Recentinspection by IPCO

5.1. In 2023, the Council was required to provide IPCO with responses to ten compliance
points. On providing the information, the IPCO Inspector confirmed that he was satisfied
that the Council’s reply provided assurance that ongoing compliance with RIPA 2000 and
the Investigatory Powers Act 2016 will be maintained. As such, a more detailed in-person
inspection was not required.



5.2.

5.3.

The Council will be due its next inspection in 2026.

Suitable training will be arranged for authorising officers and those other Council
officers who may look to use the powers.

6. Review of RIPA Policy

6.3.

6.4.

6.5.

6.6.

7.1.

7.2.

The reviewed RIPA policy is included as Appendix A to this report. The significant
amendments are marked in green at paragraphs 6.3 and 9.12 and within Appendix
1 of the policy.

The changes to the policy have been mainly to update key names personnel due
to staff changes at the Council.

The only other significant changes relate to communications data. 2019 saw the
implementation of Part 3 of the Investigatory Powers Act 2016 (IPA). The
introduction of this legislation has seen the most significant change to the
acquisition of communications data in recent years. The IPA consolidates all
existing powers available to law enforcement and other agencies. It radically
overhauls the way these powers are authorised and overseen. The legislation also
ensures that the powers conveyed are fit for the fast-moving digital age that we
live in. The IPA introduced the Office for Communications Data Authorisation
(OCDA) which is now part of the IPCO and responsible for independently
authorising all applications for communications data. This has removed the
requirement for local authorities to seek judicial approval for communications
data. In addition, the legislation has broadened the range of communications
data available including access to location data.

The acquisition of communications data is undertaken through the National
Antifraud Network (NAFN). They act as the single point of contact for many local
authorities and ensure the application is RIPA/ IPA compliant. It is NAFN that are
audited by the commissioners.

Other considerations:

Financial implications - The Council has budget provision to cover the cost of the
training, which will be delivered by an external trainer who specialises in RIPA
legislation. There are no other direct financial implications arising from this
report.

Legal implications - The powers of local authorities have remained largely
unchanged following the introduction of the Investigatory Powers Act 2016.
However, Officers will continue to monitor the operation of RIPA and ensure that
any amendments are incorporated into the Council’s policy and procedures as
appropriate. Consideration and endorsement by Members, ensures that
appropriate scrutiny is in place. Whilst the requirement to obtain judicial / OCDA
approval introduced an additional step into the process, given the Council's low
use of its powers under RIPA, it has not resulted in any significant delays for
planned operations. Routine patrols, adhoc observations at trouble ‘hot spots’,



7.3.

7.4.

8.1

9.1

immediate response to events and overt use of CCTV do not require RIPA
authorisation.

How is risk being managed? - The requirement for the Council to seek judicial /
OCDA approval for any proposed use of its powers under the Regulation of
Investigatory Powers Act 2000, as amended by the Protection of Freedoms Act
2012 and IPA, reduces the risk of the Council using such powers inappropriately
or unlawfully. This will help ensure any evidence gained from such use will be
admissible in a court of law.

Equalities / EIA - When submitting a request for authorisation to use RIPA,
consideration is given to any impact on equalities.

Reasons for Recommendation

Itis good practice for Members of the Audit Committee to review the effectiveness
of the Council’s framework for its compliance with the Regulation of Investigatory
Powers Act 2000 (RIPA) to ensure that the RIPA powers are being used
consistently with the Council’s Policy and that the policy as updated, remains fit
for purpose.

Background Papers

Regulation of Investigatory Powers Act 2000 (RIPA)

Crawley Borough Council Corporate Policy and Procedural Guidance Document
(Appendix A)

The Regulation of Investigatory Powers (Direct Surveillance and Covert Human
Intelligence Sources) Order 2010

Contact Officer:- Siraj Choudhury (Head of Governance, People & Performance)



APPENDIX A

0
SN
e
Crawley

Borough Council

REGULATION OF INVESTIGATORY POWERS ACT 2000 (RIPA)

POLICY AND PROCEDURAL GUIDANCE DOCUMENT

Siraj Choudhury

Head of Governance, People & Performance
Senior Responsible Officer

Crawley Borough Council

Town Hall

The Boulevard

Crawley

West Sussex

RH10 1UZ

Tel: 01293438292

Email: siraj.choudhury@crawley.gov.uk
Version Date: 4 March 2024



References

Legislation

Regulation of Investigatory Powers Act 2000 (RIPA) as amended.

The Police and Criminal Evidence Act 1984

The Criminal Procedure and Investigations Act 1996
The Human Rights Act 1998

Investigatory Powers Act 2016

The General Data Protection Regulation 2018

The Data Protection Act 2018

Codes of Practice and Guidance

Covert Surveillance and Property Interference: Revised Code of Practice

https://www.gov.uk/government/uploads/system/uploads/attachment_data/file/384975/C
overt_Surveillance_Property Interrefernce_web__ 2_.pdf

Covert Human Intelligence Sources: Revised Code of Practice

https://www.gov.uk/government/publications/covert-human-intelligence-sources-
code-of-practice-2022/covert-human-intelligence-sources-revised-code-of-practice-
accessible

Home Office Guidance to Local Authorities in England and Wales on the judicial
approval process for RIPA

https://www.gov.uk/government/uploads/system/uploads/attachment_data/file/11817
3/local-authority-england-wales.pdf

Home Office Guidance for Magistrates Courts in England and Wales for a Local
Authority application seeking an order approving the grant or renewal of a RIPA
Authorisation or notice

https://www.gov.uk/government/uploads/system/uploads/attachment_data/file/11817
4/magistrates-courts-eng-wales.pdf

OGC Procedures and Guidance July 2016
https://ipco-wpmedia-prod-s3.s3.eu-west-2.amazonaws.com/OSC-PROCEDURES-
AND-GUIDANCE.pdf

The Investigatory Powers Commissioners Office

https://www.ipco.org.uk/

https://www.ipco.org.uk/The IPCO Annual Report
https://www.ipco.org.uk/docs/IPCO%20Annual%20Report%202018%20final.pdf


https://www.gov.uk/government/uploads/system/uploads/attachment_data/file/384975/Covert_Surveillance_Property_Interrefernce_web__2_.pdf
https://www.gov.uk/government/uploads/system/uploads/attachment_data/file/384975/Covert_Surveillance_Property_Interrefernce_web__2_.pdf
https://www.gov.uk/government/publications/covert-human-intelligence-sources-code-of-practice-2022/covert-human-intelligence-sources-revised-code-of-practice-accessible
https://www.gov.uk/government/publications/covert-human-intelligence-sources-code-of-practice-2022/covert-human-intelligence-sources-revised-code-of-practice-accessible
https://www.gov.uk/government/publications/covert-human-intelligence-sources-code-of-practice-2022/covert-human-intelligence-sources-revised-code-of-practice-accessible
https://www.gov.uk/government/uploads/system/uploads/attachment_data/file/118173/local-authority-england-wales.pdf
https://www.gov.uk/government/uploads/system/uploads/attachment_data/file/118173/local-authority-england-wales.pdf
https://www.gov.uk/government/uploads/system/uploads/attachment_data/file/118174/magistrates-courts-eng-wales.pdf
https://www.gov.uk/government/uploads/system/uploads/attachment_data/file/118174/magistrates-courts-eng-wales.pdf
https://www.ipco.org.uk/

CRAWLEY BOROUGH COUNCIL
POLICY AND PROCEDURAL GUIDANCE DOCUMENT

(REGULATION OF INVESTIGATORY POWERS ACT 2000) AS AMENDED

Section Contents Page
1. Introduction 5
2. Objective 6
3. Scope 7
4. Does RIPA and this Policy apply to me? 7-9
5. General Information on RIPA 9
6. Definitions 9-11
7. Covert Surveillance 13
8. Conduct and Use of a Covert Human Intelligence 13-16

Source (CHIS)

9. General Rules on Authorisations 17-20
e Need
e Authorisation
o Necessary/Proportionate/Collateral Intrusion
e Who can grant an authorisation
e Process of obtaining an authorisation
e Backdated authorisation
e Special Procedure: Communications Data

Information to be provided in Applications for
Authorisation

e Records

e Grounds for granting authorisations

e Duration

20-24



e Review
¢ Renewal
e Cancellation

10. Records Management 24
e Recording Authorisations/ Reviews/
Renewals/Cancellations
e Records maintained in the Department
e Central Register Maintained by the Head of
Governance, People & Performance
¢ Information Recorded on the Central Register

11. Handling Product From Surveillance Activities 25
12. Use of Covert Surveillance Equipment 26
13. CC1V 27
14. Internal Review of the use of RIPA 27
15. Social Networking Sites and Internet Sites 28
16. Complaints/Information 28

Appendix 1: List of Authorised Officers

Appendix 2: RIPA Flow Chart

Appendix 3: RIPA Forms: Directed Surveillance

Appendix 4: RIPAForms: Covert Human Intelligence Source (CHIS)

Appendix 5: Special arrangements for Authorising Surveillance where confidential
material may be involved.

Appendix 6: Seeking Magistrate Approval for RIPA Authorisation

Appendix 7: Magistrates Approval Process Flow Chart

Appendix 8: Magistrates Authorisation Form



1.

1.1.

1.2

Introduction

This Policy and Procedures Document addresses the requirements of the Regulation of
Investigatory Powers Act 2000 (RIPA). This Policy should be read in conjunction with the
revised Home Office’s Codes of Practices in relation to the Covert Surveillance and
Property Interference, the use of Covert Human Intelligence Sources (CHIS), including
undercover officer / agents / informants (Under Part L of RIPA) and the changes to RIPA
introduced by The Protection of Freedoms Act 2012 and any Guidance issued by the
Investigatory Powers Commissioners Office (IPCO) (formerly the Office of Surveillance
Commissioners)

https://www.gov.uk/government/uploads/system/uploads/attachment_data/file/3
84975/Covert_Surveillance Property Interrefernce_ web_ 2 _.pdf

https://www.gov.uk/government/uploads/system/uploads/attachment_data/file/3
84976/Covert_Human_Intelligence_web.pdf

The main purpose of the Regulation of Investigatory Powers Act 2000 is to ensure that
public bodies use their investigatory powers in accordance with the Human Rights Act
1998. The investigatory powers covered by the legislation are:-

(a) intrusive surveillance (on resident premises/in private vehicles) (NB: The
Councilis not permitted to engage in intrusive surveillance);

(b) covert surveillance in the course of specific operations;

(c) the use of covert human intelligence sources (agents, informants,
undercover officers);

For each of these powers the Act ensures that the law clearly covers the purposes for
which they may be used, which authorities can use the powers, who should authorise
each use of power, the use that can be made of the material gained, independent judicial
oversight and a means of redress for any individual aggrieved by use of the powers.

In addition to the legislation itself, the Home Office has issued Codes of Practice dealing
with covert surveillance and covert human intelligence sources. This guide is designed to
cover the aspects of RIPA that regulate the use of investigatory powers by the Council.

Directed Surveillance can only be undertaken if it is for the purpose of
preventing/detecting a criminal offence which is punishable (whether on summary
conviction or on indictment) by a maximum term of at least 6 months of imprisonment -
or would constitute an offence under sections 146, 147 or 147A of the Licensing Act 2003
or section 7 of the Children and Young Persons Act 1933 (sale of tobacco and alcohol to
underage children).All Council Directed surveillance must be lawful and approved by an
Authorised officer

Copies of this Document and including links to the current Codes of Practice, Home
Office Guidance and Forms can be found on the Council’s Intranet


https://www.gov.uk/government/uploads/system/uploads/attachment_data/file/384975/Covert_Surveillance_Property_Interrefernce_web__2_.pdf
https://www.gov.uk/government/uploads/system/uploads/attachment_data/file/384975/Covert_Surveillance_Property_Interrefernce_web__2_.pdf
https://www.gov.uk/government/uploads/system/uploads/attachment_data/file/384976/Covert_Human_Intelligence_web.pdf
https://www.gov.uk/government/uploads/system/uploads/attachment_data/file/384976/Covert_Human_Intelligence_web.pdf
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2.

2.1

3.

The Head of Governance, People & Performance will maintain and check The Corporate
Central Register of all RIPA authorisations, Magistrates’ approvals, reviews, renewals,
cancellations and rejections. It is the responsibility of the relevant Authorised Officer
however, to ensure that Head of Governance, People & Performance receives a copy of
the relevant Forms within 1 week of authorisation, review renewal, cancellation or

rejection.

RIPA and this Guidance Document is important for the effective and efficient operation of
the enforcement with regard to Covert Surveillance and Covert Human Intelligence
Sources this document will therefore be kept under review by Head of Governance,
People & Performance in light of changes in legislation, case law, Guidance or for the
continuous improvement of this Policy Document. Periodic Reports will also be
submitted to the Council’s Committee who has responsibility for RIPA.

Staff should, therefore, familiarise themselves with this document, RIPA and the Home
Office’s Codes of Practices. If you are in any doubt on RIPA, this Document or The Codes
of Practices before undertaking any enforcement activities please consult either Head of
Governance, People & Performance or The Legal Services Manager.

Officers must appreciate that should they fail to follow the requirement of the Act and
Codes of Practices, the Council may be liable to claims alleging breaches of an
individual’s rights under the Human Rights Act 1998. Authorisation of operations as
defined by RIPA can be looked upon is an insurance policy. A properly authorised
operation can protect the Council from such claims. Each case must be considered on
its own merits. If the operation:

e |nvolves Covert methods, and

e Includes the use of Surveillance, and

e Thereis alikelihood (not just the intention) of Private Information (about anyone)

being obtained then it is highly likely that the operation needs to be authorised.

Failure to follow the Act and Codes may also adversely effect the admissibility of any
evidence obtained using methods covered by the Act.

When undertaking any covert investigation, officers should have regard to the health and
safety of persons affected by the activity. This may include themselves, colleagues and
members of the public.

Objective

The Objective of this Policy Document is that Directed surveillance, use of a CHIS or by or
on behalf of the Council must be carried out in accordance with this policy. Any such
activity must be authorised by one of the Authorising Officers identified in Appendix 1. All
authorisations must then be approved by a Magistrate before any covert activity takes
place

Scope



3.1 This Policy and Procedural Guidance Document applies in all cases where “Directed
Covert Surveillance” is being planned or carried out and a “Covert Human Intelligence
Source” (CHIS) is used or planned to be used.

4. Does RIPA and this Policy apply to me?

4.1 The likely answer is “yes”, if you undertake any form of surveillance of individuals or
organisations in the conduct of your duties e.g. as part of the investigatory, enforcement
or regulatory functions of the Authority.

4.2 The table below gives some examples of the types of functions in which surveillance work
may be undertaken.

Examples of Covert Surveillance undertaken by local authority investigators are:

e Undertaking investigations into allegations of internal fraud may require
surveillance activity.

e Observing persons suspected of Housing Benefit Fraud to see if they are going to
and from a place of work.

e Training of a CCTV camera onto a particular trading premises to establish who
opens and closes the premises each day.

e Enforcing of controls, planning / building regulations.

The above list is not exhaustive but it is illustrative of the types of activities that local
authority investigators engage in and which would be classified as “Directed Surveillance”
(see Section 5 for Definitions).

If in doubt as to whether this Policy and Guidance applies to your area of operation, it is
better to ask rather than open the Authority and yourself to the consequences of non-
compliance, as detailed in paragraphs 1.6, 1.7 and 4.9.

4.3 Reference should be made to section 80(c) of RIPA 2000. The effect of this paragraph is
that enforcement duties should continue to be carried out by implication where
surveillance takes place in circumstances where the conduct may not be authorised
under the Act. General observation forms part of duties of the many law enforcement
officers within a public authority and is not usually regulated by the 2000 Act. This covers
to a large extent Local Authority enforcement powers and duties i.e. those activities which
are carried out overtly e.g. Community Warden on patrol, unannounced inspections by
Environmental Health and Planning Enforcement Officers. Such observations may involve
the use of equipment to merely reinforce normal sensory perception such as binoculars
or the use of cameras, where this does not involve systematic surveillance of an
individual.



4.4

4.5

4.6

4.7

4.8

4.9

Before any authorisation takes place officers must consider whether the surveillance falls
under RIPA. Consideration needs to be given to the changes introduced by the Protection
of Freedoms Act 2012 and also to circumstances when guidance suggest that RIPA does
not apply.

The Code of Practice on Covert Surveillance 2018 outlines those circumstances when a
RIPA authorisation is not required or not appropriate.

Examples include the following:

(a) The use of CCTV cameras and ANPR systems by public authorities do not usually
require RIPA authorisation as they are generally carrying out overt rather than covert
surveillance.

(b) Ifsurveillance takes place as animmediate response to events, authorisation will not
be required even if the surveillance would generally fall into one of the categories of
surveillance covered by RIPA.

Example 1

Local authority officers attend a car boot sale where it is suspected that counterfeit goods
are being sold, but they are not carrying out surveillance of particular individuals and their
intention is, through reactive policing, to identify and tackle offenders. Again this is part of
the general duties of public authorities and the obtaining of private information is unlikely.
A directed surveillance authorisation need not be sought.

Example 2

Overt surveillance equipment, such as town centre CCTV systems or ANPR, is used to
gather information as part of a reactive operation (e.g. to identify individuals who have
committed criminal damage after the event). Such use does not amount to covert
surveillance as the equipment was overt and not subject to any covert targeting. Use in
these circumstances would not require a directed surveillance authorisation

If the type of surveillance being considered does not fall under RIPA, an authorisation will
not be required.

Even if RIPA does not apply, use of surveillance will still have to be in accordance with the
Human Rights Act 1998 and will therefore need to be:

(a) Proportionate
(b) Necessary
(c) Lawful

If you undertake surveillance in any form and do not follow the procedures as set out in
this Policy and Guidance, then the consequences can be:



5.

5.1

5.2

5.3

54

6.1

6.2

A risk that, if surveillance is not conducted properly, the evidence obtained may be held
to be inadmissible. The may result in the loss of a case e.g. at Court.

The Council could be exposed to a claim for compensation for a breach of Article 8 of the
European Convention on Human Rights or a complaint to the Local Government
Ombudsman or a referral to The Investigatory Powers Tribunal, along with any resulting
adverse publicity.

The IPCO conducts regular audits on how local authorities implement RIPA. If it is found
that a local authority is not implementing RIPA properly then this could result in censure.

Failure to comply with this Policy and Guidance may be a disciplinary offence.

General Information on RIPA

The Human Rights Act 1998 (which brought much of the European Convention on Human
Rights and fundamental Freedom 1950 into UK domestic law) requires the Council,
pursuant to Article 8 of the European Convention, to respect the private and family life of
citizens, his home and his correspondence.

The European Convention did not, however, make this an absolute right, but a qualified
right. Accordingly, in certain circumstances, the Council may interfere in the citizen’s
rights mentioned above, if such interference is:-

a) inaccordance with the law;
b) necessary (as defined in this Document); and
c) proportionate (as defined in this Document).

The Regulation of Investigatory Powers Act 2000 (RIPA) provides a statutory mechanism
(i.e. ‘in accordance with the law’) for authorising Covert Surveillance and the use of a
‘Covert Human Intelligence Source’ (‘CHIS’) - e.g. undercover agents. It seeks to
ensure that any interference with individual’s right under Article 8 of the European
Convention is necessary and proportionate. In doing so, RIPA seeks to ensure both the
public interest and the human rights of individuals are suitably balance.

A RIPA flowchart appears at Appendix 2

Definitions

Authorising Officer.

Means the person(s) designated under Sections 28 and 29 of the Act to grant
authorisations for directed surveillance and the use and conduct of a Covert Human
Intelligence Source, respectively. The Council’s authorising Officers are sent out in
Appendix 1

Confidential Material.



6.3

This includes: Matters of legal privilege; Confidential personal information (e.g. medical
records); Confidential journalistic material.

Matters Subject to Legal Privilege. Includes both oral and written communications
between a professional legal adviser and his/her client or any person representing his/her
client, made in connection with the giving of legal advice to the client or in contemplation
of legal proceedings and for the purposes of such proceedings, as well as items enclosed
with or referred to in such communications. Communications and items held with the
intention of furthering a criminal purpose are not matters subject to legal privilege.

Confidential Journalistic Material. Includes material acquired or created for the
purposes of journalism and held subject to an undertaking to hold it in confidence, as well
as communications resulting in information being acquired for the purposes of journalism
and held subject to such an undertaking.

Communication. This covers any conduct in relation to a postal service or
telecommunications system for obtaining communications data and the disclosure to any
person of such data. For these purposes, communications data includes information
relating to the use of a postal service or telecommunications system but does notinclude
the contents of the communication itself, content of emails or interaction with websites.

Communications data includes subscribers details, names and addresses and telephone
numbers of those contacted, billing addresses, account information, web addresses
visited etc. Two types of data (Customer Data or Service Data) are available to local
authorities and, when making an application for obtaining or disclosing such data, the
applicant must specify exactly which type of information is required from within each of
the subscriber data and service use data sources.

a) Part C - Customer data — (Subscriber data, RIPA s21(4)(c))

Customer data is the most basic. It is data about users of communication services.
This data includes:

e name of subscriber;

e addresses for billing, delivery, installation;

e contact telephone number(s);

e abstract personal records provided by the subscriber (e.g. demographic
information);

e subscribers’ account information — bill payment arrangements, including bank,
credit/debit card details; and

e other services the customer subscribes to.

b) Part B - Service data — (Service Use data, RIPA s21(4)(b))
This relates to the use of the service provider’s services by the customer, and includes:

e the periods during which the customer used the service(s);

e information about the provision and use of forwarding and re-direction services by
postal and telecommunications service providers;

e ‘activity’, including itemised records of telephone calls (numbers called), internet
connections, dates and times/duration of calls, text messages sent;

10



6.4

6.5

6.6

6.7

6.8

e information about the connection, disconnection and reconnection of services;

e information about the provision of conference calling, call messaging, call waiting
and call barring telecommunications services;

e records of postalitems, such as records of registered, recorded or special delivery
postal items, records of parcel consignment, delivery and collection; and

e ‘top-up’ details for prepay mobile phones - credit/debit card, voucher/e-top up
details.

A third type of data (part A - traffic data) defined in RIPA s21 (6) is not accessible to local
authorities. This is data that is or has been comprised in or attached to a communication
for the purpose of transmitting the communication.

Covert Human Intelligence Sources (CHIS).

Commonly known as Agents, Informants, Undercover Officers it is the use or conduct of
someone who establishes or maintains a personal or other relationship (this must be a
relationship and not a conversation) with a person for the covert purpose of obtaining
information.

Covert Surveillance.

Means surveillance carried out in a manner calculated to ensure that the persons subject
to the surveillance are unaware that it is taking place (Section 26(9)(a) of RIPA). It can be
either Directed or Intrusive.

Directed Surveillance.

Is surveillance which is covert but not intrusive and which is undertaken for the purpose
of a specific investigation or specific operation in such a manner as is likely to result in
obtaining private information about an individual (whether or not that person is
specifically targeted for purposes of an investigation (Section 26(10) of RIPA) and
otherwise than by way of an immediate response to events or circumstances, the nature
of which is such that it would not be unreasonably practicable for an authorisation under
Part Il of the Act to be sought for the carrying out of the surveillance

Intrusive Surveillance.
(Local Authorities have no power to grant authorisations for intrusive surveillance but
itis included here to alert Officers to be aware of inadvertently breaching this rule)

Means covert surveillance carried out in relation to anything taking place on residential
premises or in a private vehicle. This kind of surveillance may take place by means of
either a person or device located inside residential premises or a private vehicle of the
person who is subject to the surveillance or by means of a device placed outside which
consistently provides a product of equivalent quality and detail as a product which would
be obtained from a device located inside. Local authorities are not authorised to
conduct Intrusive Surveillance without the consent of the SOS.

Private Information.

In relation to a person this includes any information relating to his/her private or family life,
his home and his correspondence. It is important to remember that the Act is drafted in
terms of the likelihood of obtaining private information rather than the intention to obtain
it or about specific persons. Private information should be taken generally to include any
aspect of a person’s private or personal relationships with others including family and
professional or business relationships. Private information may include personal data

11



6.9

6.10

6.12

6.13

6.14

such as names, telephone numbers and address details, where such information is
acquired by means of covert surveillance of a person having a reasonable expectation of
privacy, a direct surveillance authorisation is appropriate

Controller.
Means the person or designated managerial officer responsible for overseeing the use of
the source.

Handler.

an investigating officer having day to day responsibility for:
e Dealing with the source on behalf of the authority
e Directing the day to day activities of the source
e Recording the information supplied by the source
e Monitoring the security and welfare of the source

Conduct of a Source.
Any action of that source, falling within the terms of the Act, or action incidental to it (i.e.
What they do).

“The Use” of a Source.

Any actionto induce, ask or assist a person engaged in the conduct of a source orto obtain
information by means of an action of the source (i.e. What they are asked to do).
Residential Premises Means any premises occupied by any person, however
temporarily, for residential purposes or otherwise as living accommodation (including
hotel or prison accommodation), but does not include common areas to such premises,

front gardens or driveways visible to the public.

Premises can also include any vehicle or moveable structure used within the definition
above.

Private Vehicle Means any vehicle which is used primarily for private purposes of the
person who owns it, or otherwise has a right to use it, but would not include any person
whose right to use the vehicle arises from making payment for a particular journey.
Vehicle also includes any vessel, aircraft or hovercraft.

Surveillance includes: (Section 48(2))

e Monitoring, observing or listening to persons, watching or following their
movements, their conversations, or other such activities

e Recording anything monitored, observed or listened to in the course of authorised
surveillance.

e Surveillance by or with the assistance of a surveillance device (any apparatus
designed or adapted for use in surveillance).

Surveillance does not include: (Section 48(3))
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(a) any conduct of a Covert Human Intelligence Source for obtaining or recording (whether
or not using a surveillance device) any information which is disclosed in the presence of

the source;

(b) the use of a Covert Human Intelligence Source for so obtaining or recording

information; or

(c) any such entry on orinterference with property or with wireless telegraphy as would be
unlawful unless authorised under —

(i) section 5 of the Intelligence Services Act 1994 (warrants for the intelligence

services); or

(i) Part lLL of the Police Act 1997 (powers of the police and of custom officers).

6.15 Examples of different types of Surveillance:

Type of Surveillance

Overt: This is what is
typically carried out by
the Council there will be
nothing secretive,
clandestine or hidden
aboutit

Covert but not requiring
prior authorisation

Directed must be RIPA
authorised.

Intrusive - Crawley
Borough Council cannot
do this unless consentis
obtained from S.0.S

Examples

Police Officer or Community Warden on patrol
Signposted Town Centre CCTV cameras (in normal use)

Recording noise coming from outside the premises after the
occupier has been warned that this will occur if the noise
persists

Most test purchases (where the officer behaves no differently
from a normal member of the public.)

CCTV cameras providing general traffic, crime or public safety
information.

Officers follow an individual or individuals over a period, to
establish whether s/he is working when claiming benefit.

Test purchases where the officer has a hidden camera or other
recording device to record information which might include
information about the private life of a shop-owner, e.g where
s/he is suspected of running his business in an unlawful
manner.

Planting a listening or other device (bug) in a person’s home or
in their private vehicle.
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7.

Covert Surveillance

What is Covert Surveillance

7.1

7.2

7.3

7.4

7.5

7.6

Covert Surveillance means surveillance which is carried out in a manner calculated to
ensure that the persons subject to the surveillance are unaware that it is or may be
taking place. Covert Surveillance within the meaning of the act falls into two categories
Directed and Intrusive (please see Definitions Section).

Each operation needs to be examined to decide whether or not the surveillance is overt or
covert. Two examples are:

e Enforcement of Private Hire licensing. If a licensing officer flags down a Private
Hire vehicle and identifies him/herself to the driver when it stops then that is overt.
On the other hand, riding as a passenger before making the identification would
be covert.

e Use of a mobile CCTV camera to cover a blind spot in an area where fixed CCTV
cameras are in use may be covert unless signage specific to the mobile camera is
also put in place, even though the mobile camera may be in view rather than
hidden.

On occasion planned surveillance may be undertaken which is not covert. However, each
operation must be assessed on its merits to decide whether or not authorisation is
required. On the face of it, an operation may appear to be not covert or not directed but
may, in fact, need to be authorised. Whether or not surveillance is directed may depend
on how narrow the target area is. The target does not have to be specified — RIPA is drafted
in terms of the likelihood of obtaining private information rather than the intention to
obtain it or about specific persons.

RIPA provides that surveillance will be lawful if an authorisation for such surveillance has
been properly issued and a person acts in accordance with that authorisation.

An Authorisation provides lawful authority for a Public Authority to carry out Directed
Surveillance.

Heads of Services should maintain a Register of all authorisations, Magistrate approvals,
renewals, reviews, cancellations and rejections this information is also maintained in the
Central Register held within the Governance, People & Performance Division. Where
possible, Authorising Officers should not authorise operations in which they are directly
involved.

Whenever surveillance takes place and is for the purpose of obtaining, or is likely to obtain,
private information about a person (whether or not they are the target of the operation) an

authorisation should be obtained.

By obtaining an authorisation, the surveillance operation, is carried out in accordance
with the law and the safeguards that exist.
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7.7

7.8

8.1

Prior to granting an authorisation the Authorising Officer must be satisfied that the
proposed surveillance is necessary on specific grounds and is proportionate to what it
seeks to achieve.

Before applying for an authorisation, the Investigating Officer should consider whether or
not the evidence sought could be obtained by alternative methods.

Conduct and Use of a Covert Human Intelligence Source (CHIS)

Who is a CHIS?

A CHIS is a person who establishes or maintains a personal relationship or other
relationship with a person in order to covertly obtain or disclose information. In a local
authority, a CHIS is restricted to an informant or an officer working under cover.

A CHIS would not be:

e A member of the public who volunteers information to the local authority, such as
a person who complains that they purchased food passed its use by date from
their local supermarket. In that case the relationship between customer and
provider is too remote. However, if the information were to be provided by an
employee of the supermarket who was alleging that the food was being sold
passed its use by date, then such a person would be a CHIS as arelationship exists
namely one of employer/employee.

e An officer who merely goes into a shop and purchases an item without engaging in
dialogue except for “how much”? and “thank you” , would not be a CHIS as,
although the officer is working under cover, the officer is not seeking information
from that person or to gain that person’s trust.

e An officer who attends premises and identifies him/herself and then either carries
out a statutory inspection or has entered in pursuance of a warrant of entry issued

by a court, is not a CHIS. There is nothing covert about their visit.

What must be authorised?

The conduct or use of a CHIS require prior authorisation

e Conduct of a CHIS = establishing or maintaining a personal or other relationship
with a person for the covert purpose of (or is incidental to) obtaining and passing
on information.

e Use of a CHIS =actions including asking or assisting a personto actas a CHIS and
the decision to use a CHIS in the first place.

An Authorising Officer should not grant an authorisation for use of a CHIS unless they
are satisfied of the following:-
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8.2

8.3

8.4

e That at all times there will be an officer who will have day to day responsibility for
dealing with the source on behalf of the Council and for the source’s security and
welfare.

e That at all times there will be another officer (senior to the officer having
responsibility under bullet point 1 above) who will have general oversight of the
use made of the source.

e That at alltimes there will be an officer responsible for maintaining a record of the
use made of the source, and

That records maintained by the Council, which disclose the identity of the source, will
not be available to the persons except to the extent that there is a need for access to
them to be made available to those persons.

It should be considered that the information may well be given secretly and may not
be revealed to the defendant as it may well be deemed to be sensitive in accordance
with the Criminal Procedures and Investigations Act 1996. It should also be borne in
mind that an informant may well be providing regular information during an
investigation whereas a member of the public complaining may well be doing so as a
one off.

Safety and Welfare of a CHIS

The safety and welfare of the source and foreseeable consequences to others should
be taken into account in deciding whether or not to grant an authorisation. A risk
assessment determining the risk to the source in acting as a source of information to
the Council and in particular, identifying and assessing the risks should the identity of
the source become known, should be carried out. The welfare and security of the
source after operations have ceased should be considered at the outset. The officer
having responsibility under Paragraph 8.1 above (i.e. the officer with day to day
responsibility for the source) should report to the officer having general oversight any
concerns about the personal circumstances of the source, insofar as they might
affect:

e Thevalidity of the risk assessment
e The conduct of the source, and

e The safety and welfare of the source

The officer having responsibility under paragraph 7.1 can also be a CHIS and their health
and safety should not be overlooked. If officers are to be used as a CHIS, the
arrangements mentioned above should be followed so that the source is correctly
managed.

Juvenile Sources

Special safeguards apply to the use or conduct of Juvenile sources (i.e. under 18 years
old). Authorising Officers should abide by The Home Office Code of Conduct relating to
Juveniles.
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8.5

8.6

Vulnerable Individuals

A vulnerable individual is a person who is or may be in need of community care services
by reason of mental or other disability, age or illness, and who is or maybe unable to take
care of himself or herself, or unable to protect himself or herself against significant harm
or exploitation. The Council does not envisage using a vulnerable person as a CHIS if such
arequest did arise then the authorisation from the Chief Executive or in their absence the
Deputy Chief Executive would be required.

Anti-social behaviour activities (e.g. noise, violence, race etc)

Persons who complain about anti-social behaviour, and are asked to keep a diary, will not
normally be a CHIS as they are not required to establish or maintain a relationship for a
covert purpose. Recording the level of noise (e.g. the decibel level) will not normally
capture private information and, therefore, does not require authorisation.

Recording sound (with a DAT recorder) on private premises could constitute Intrusive
Surveillance, unless it is done overtly. For example, it will be possible to record if the
noisemaker is warned that this will occur if the level of noise continues. Placing a
stationary or mobile video camera outside a building to record anti social behaviour on
residential estates will require prior authorisation.

How is an Application for a CHIS authorisation made?

An application for authorisation for a Covert Human Intelligence Source (CHIS) must be
made in writing. It will specify:

e The reasons why the authorisation is necessary in the particular case and the
grounds listed in the Act;

e The necessity of the authorisation in the particular case concerned;

e Thereasons why the authorisation is considered proportionate to what it seeks to
achieve;

e The purpose for which the source will be tasked or deployed;

e Where a specific investigation or operation is involved, the nature of that
investigation or operation;

e The nature of what the source will be tasked to do;
o The level of authority required;
e The details of any potential collateral inclusion and why the intrusion is justified;

e Details of the risk assessment undertaken on the security and welfare of using the
source; and
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9.1

9.2

e The details of any confidential information that is likely to be obtained as a
consequence of the authorisation.

The application for a CHIS Authorisation will be made on the approved RIPA Forms
(Appendix 4).These forms can be found on the Home Office web site using the following
links:

Form 4:1 http://www.homeoffice.gov.uk/publications/counter-terrorism/ripa-
forms/chis-application?view=Binary
Application of the use of a Covert Human Intelligence Source (CHIS)

Form 4:2 http://www.homeoffice.gov.uk/publications/counter-terrorism/ripa-
forms/chis-review?view=Binary
Reviewing the use of Covert Human Intelligence Source (CHIS)

Form 4:3 http://www.homeoffice.gov.uk/publications/counter-terrorism/ripa-
forms/chis-renewal?view=Binary
Renewal of authorisation to use Covert Human Intelligence Source (CHIS)

Form 4:4 http://www.homeoffice.gov.uk/publications/counter-terrorism/ripa-forms/chis-
cancellation?view=Binary
Cancellation of Covert Human Intelligence Source (CHIS)

General Rules on Authorisations

Need for Authorisation

Obtaining appropriate authorisation for surveillance will be of importance to ensure that
any evidence obtained is not to be judged inadmissible in any subsequent legal
proceedings, as well as to provide the Council with some protection if the surveillance
activities of its officers are ever challenged under the Human Rights Act, as part of a
Judicial Review of a Council decision or in any referral to the Ombudsman.

Whenever it is proposed to conduct Directed Surveillance, an authorisation should be
sought under RIPA as set out in the following paragraphs.

The Application Forms for Directed Surveillance can be found in Appendix 3 The forms are
located under RIPA Part ll Standard Forms Directed Surveillance and can be found on the
Home Office web site using the following links

Form 3.1 http://www.homeoffice.gov.uk/publications/counter-terrorism/ripa-
forms/application-directed-surveillanc?view=Binary
Application for the use of Directed Surveillance

Form 3:2 http://www.homeoffice.gov.uk/publications/counter-terrorism/ripa-
forms/review-directed-surveillance?view=Binary
Review of the use of Directed Surveillance

Form 3:3 http://www.homeoffice.gov.uk/publications/counter-terrorism/ripa-
forms/renewal-directed-surveillance?view=Binary
Renewal of Directed Surveillance
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9.3

9.4

Form 3:4 http://www.homeoffice.gov.uk/publications/counter-terrorism/ripa-
forms/cancellation-directed-surveillan?view=Binary

Cancellation of the use of Directed Surveillance

Authorisation

a) Before an Authorised Officer signs a form he or she must be mindful of this
Corporate Policy and Procedures Document, any training that has been provided
and any other guidance issued from time to time by Head of Governance, People
& Performance. An authorisation should not be granted unless the Covert
Surveillance/use of CHIS is:-

i. In accordance with the law
ii. Necessary in the circumstances of the particular case

iii. Proportionate to what it seeks to achieve

Necessary and Proportionate

In terms of necessary:
For interference with an individuals Rights under Article 8 of the ECHR to be necessary
the Covert surveillance/use of CHIS must be pursuant to the following ground:-

For the purpose of preventing or detecting crime.

Note: The criminal offence which it is sought to be prevented or detected must be
punishable by a maximum term of at least 6 months imprisonment or would
constitute an offence under Sections 146, 147 of 147A of the Licensing Act 2003 or
Section 7 of the Children and Young Persons Act 1933.

It is important that officers address the question why surveillance is necessary in this
particular case, inthat the desired information cannot reasonably be acquired by overt
means.

In terms of proportionate:

Evenifthe proposed activity is considered to be necessary, the person considering the
application for authorisation must consider whether the activities are proportionate
to what is sought to be achieved by carrying them out. This involves balancing the
intrusiveness of the activity on the target and others who might be affected by it against
the need for the activity in operational terms. This element is designed to ensure that
the proposed course of action does not represent a sledge hammer being used to
crack a walnut. The activity will not be proportionate if:
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9.5

9.6

e The intrusiveness is excessive in relation to the value of the information to be
obtained, or

e Theinformation sought could be obtained by less intrusive means.
The least intrusive method will be considered proportionate by the Courts

Collateral Intrusion

The officer seeking the authorisation should also consider the possibility of
COLLATERAL INTRUSION. This is where interference with the privacy of others not
subject to the original surveillance may occur. Collateral Intrusion might occur if
equipment used records information not sought. An example is in Noise
Monitoring where it may be inappropriate to place a recording device adjacent to
a bedroom wall. Steps should be taken to assess the risk and, where possible,
reduce the risk of collateral intrusion. Where unforeseen collateral intrusion
occurs during an operation the Authorising Officer must be notified and
consideration given to amending the authorisation following a review. Measures
must be taken whenever practicable to avoid or minimise so far as is possible
Collateral Intrusion an aspect the matter maybe of determining proportionality.

Consideration must also be given as to whether or not the surveillance activities
of the Service take place where similar activities are also being undertaken by
another agency e.g. the Police, The Department of Work and Pensions The,
Environment Agency.

Set a date for review of the authorisation and review on only that date.

Allocate a unique Reference Number (URN) for the application as follows:

Year Department Number of Application

Ensure that any RIPA Departmental Register is duly completed and that a copy of
the RIPA forms (and any review/cancellations/renewal of the same is forwarded
to Head of Governance, People & Performance for recording on the (Central
Register).

Who Can Grant Authorisation?

The Regulation of Investigatory Powers ((Directed Surveillance and Covert Human
Intelligence Sources) Order 2010, prescribes that in a local authority, authorisations for
Directed Surveillance and the use of a CHIS should be granted to Director, Head of
Service, or equivalent. There is no provision for officers of a lower rank to grant
authorisations even in cases of urgency. Authorisation for Direct Covert Surveillance or
the use of CHIS must be given in writing by the Authorising Officer accept in urgent cases,
when an authorisation may be given verbally. Appendix 1 sets out the officers in the
Council empowered to grant authorisations.

In order to ensure greater independence and consistency, the power to grant, extend and
discontinue authorisations will be limited to these officers only. The list will be maintained
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9.7

9.8

9.9

9.10

9.12

by the Head of Governance, People & Performance. Appendix 5 details the special
arrangements for authorising surveillance where confidential material may be involved.

The Process of Obtaining an Authorisation

Officers are advised to discuss the need to undertake Direct Covert Surveillance or the
use of a CHIS with their line manager before seeking authorisation. All other options to
gain the information required should be fully explored before consideration is given to the
use of covert techniques.

All requests to conduct, review, review or cancel a covert surveillance exercise or use a
CHIS must be made in writing on the appropriate forms, as specified by the Office of
Surveillance Commissioners (see Appendix 3 and 4) and be submitted to an appropriate
Authorising Officer of the Council in a different Division to the Officer making the request
(Appendix 1). Sufficient time should be given for the Authorising Officer to consider the
application and for the Requesting Officer to obtain a formal order from a Magistrate.

All Requests must be considered and authorised in writing by an Authorising Officer and
an order from a Magistrate obtained by the Requesting Officer before any Directed
Surveillance or CHIS operation can commence. (See Appendices 6, 7 and 8).

Both the Requesting Officer seeking the authorisation and the Authorising Officer shall
have regard to the factors detailed in paragraphs 9.3, 9.4 and 9.12 in respect of granting
authorisations.

Backdated Authorisation

In no circumstance must any covert surveillance operation or CHIS be given backdated
authorisation after it has commenced. Embarking upon Directed Surveillance or the use
of a CHIS without authorisation or conducting covert surveillance outside the scope of the
authorisation will not only mean that the ‘protective umbrella ‘ of RIPA is unavailable but
may result in disciplinary action being taken against the officer/officers concerned within
the Council Personnel Policies and Procedures.

Special Procedure: Communications Data

The Data Retention and Investigatory Powers Act 2014 (DRIPA) removes the authority of
accredited Council Officers to directly approach telecommunication service providers to
obtain data under RIPA.

Applications for the obtaining and disclosure of communications data can now only be
made through the National Anti-Fraud Network (NAFN) via their secure website. Reference
should be made to the process map at Appendix 3 for guidance as to the process to be
followed.

It is the responsibility of Chichester District Council to obtain both provisional
authorisation and judicial approval of an application before NAFN are requested to obtain
the required communications data. However, NAFN will carry out the Single Point of
Contact “SPoC” role which includes:
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a) where appropriate, assessing whether access to the communications data
is reasonably practical for the postal or telecommunications operator;

b) advising applicants and authorising officers on the practicalities of
accessing different types of communications data from different postal or
telecommunications operators;

c) providing safeguards for authentication; and

d) assessingthe cost and resource implications to both the authorisation and
postal or telecommunications operator.

Applications to obtain communications data should be submitted in the first instance to
the Authorising Officer for feedback. The summary should be used as a record for the
Central Monitoring records.

The formal application should then be entered on the NAFN website where it will be
provisionally reviewed by a NAFN SPOC before forwarding to an Authorising Officer set up
on within the website. If satisfied that the proposed investigation is both necessary and
proportionate, the Authorising Officer will complete the relevant parts of the application
form. The relevant documents will then be retrieved from the NAFN application for
presentation for judicial approval. If accepted the NAFN application will be updated with
the approval information and the SPoC who will then liaise with the postal /
telecommunications company. Any communications data obtained will be provided
through the NAFN website.

Communications data, and all copies, extracts and summaries of it must be handled and
stored securely. The requirements of the Data Protection Act 1998 and the principles of

the Criminal Procedure and Investigations Act 1996 must be strictly followed.

Information to be provided in Applications for Authorisation

Awritten application for authorisation for Direct Surveillance should describe any conduct
to be authorised and the purpose of the investigation or nature of any surveillance.
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The application should include:
e The grounds on which the authorisation is sought.

e The criminal offence you are investigating and how it satisfies the six month
threshold test (see paragraph 9.4).

e The reasons why the authorisation is necessary in the particular case and the
ground i.e. See paragraph; 9.4 for the purpose of preventing or detecting crime.

e The reasons why the surveillance is considered proportionate to what it seeks to
achieve. In particular the following elements of proportionality should be
considered;

e balancing the size and scope of the proposed activity against the gravity and
extent of the perceived crime or offence

e explaining how and why the methods to be adopted will cause the least
possible intrusion on the target and others

e considering whether the activity is an appropriate use of the legislation and a
reasonable way, having considered all reasonable alternatives, of obtaining
the necessary result

e evidencing, as far as reasonably practicable, what other methods had been
considered and why they were not implemented

e The action to be authorised;

e The nature of the surveillance;

e An account of the investigation or operation;

e The identities, where know, of those to be the subject of the surveillance; an
explanation of the information which it is desired to obtain as a result of the
surveillance;

e The details of any potential collateral intrusion and why the intrusion is justified;

e The details of any confidential information that is likely to be obtained as a
consequence of the surveillance.

e The level of authority required (or recommended where that is different) for the
surveillance; and

e A subsequent record of whether authority was given or refused, by whom and the
time and date.
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9.13

9.14

9.15

9.16

9.18

9.19

9.20

Records of Authorisations

Arecord of all authorisations must be maintained for five years. This should include not
only those authorisations granted, but also those which are refused.

These records will be maintained by a nominated Authorising Officer, within each
service. A copy must also be supplied to the central record of authorisations
maintained by the Head of Governance, People & Performance.

Due to the sensitive nature of all documentation covered by the Act, consideration
MUST be given to the means by which copies are forwarded either by hand or

electronically.

Grounds for Granting Authorisations

Surveillance must be shown to be necessary. (Investigations can only fall into the
following category):

e For the purpose of preventing or detecting crime (see Section 22(2)(b), 28(3)(b)
and 29(3)(b) RIPA and

e The crime under investigation is or would be punishable (whether on summary
conviction or on indictment) by a maximum term of at least 6 months

imprisonment (see paragraph 9.4).

Duration of Authorisations

The Form must be reviewed in the time stated and cancelled once it is no longer needed
The Authorisation to carry out/conduct the surveillance lasts as follows:

e Directed Covert Surveillance — 3 months (from authorisation)
e Covert Human Intelligence Source (CHIS) — 12 months (from authorisation)

NB: Whether the surveillance is carried out/conducted or not in the relevant period
does not mean that the “authorisation” is spent, in other words the forms do not

expire they have to be reviewed and or cancelled once they are no longer required.

Review of Authorisations

Once granted, an authorisation should be reviewed regularly (at least monthly) by the
officer managing the case to assess whether or not the investigation continues to be
necessary and proportionate. The Authorising Officer should be notified of any
instances where these criteria are no longer met.

The forms attached at Appendix 3 and 4 should be used in conducting a review of Covert
Surveillance or a CHIS. (Form 3.3 and 4.3)

The Results of a review should be recorded on the Central Register of Authorisations
maintained by the Head of Governance, People & Performance Division. Particular
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9.21

9.22

9.23

9.24

9.25

9.26

attention is drawn to the need to review authorisations frequently where the surveillance
provides access to confidential material or involves collateral intrusion.

Renewal of Authorisations

If at any time before an authorisation would cease to have effect, the Authorising Officer
considers it necessary for the authorisation to continue for the purpose for which it was
given they may renew it in writing for a further period of 3 months.

Arenewal takes effect at the time at which, or day on which the authorisation would have
ceased to have effect but for the renewal. An application for renewal should not be made
until shortly before the authorisation period is drawing to an end and must be submitted
to a Magistrate by the Requesting Officer for judicial approval before it can take effect.
Any person who would be entitled to grant a new authorisation can renew an
authorisation. Authorisations may be renewed more than once, provided they continue
to meet the criteria for authorisation.

An application for renewal should be made to the officer who granted the original
authorisation unless there is very good reason not to do so (e.g. because the original
authorising officer is on annual leave / has left the Authority).

Applications for renewal should be made using the forms shown at Appendix 3 (Directed
Covert surveillance) and Appendix 4 (Use of CHIS). (Forms 3.2. and 4.2)

All applications for the renewal of an authorisation for Directed Covert Surveillance
should record:

o Whetherthisisthe firstrenewal or every occasion on which the authorisation has
been renewed previously;

o Anysignificant changes to the information in paragraph 6.25;
e Thereasons why it is necessary to continue with the directed surveillance;

e The content and value to the investigation or operation of the information so far
obtained by the surveillance;

o Theresults of regular reviews of the investigation or operation.

Authorisations may be renewed more than once, if necessary, and the renewal should
be kept /recorded as part of the central record of authorisations.

Cancellation of Authorisations

The Authorising Officer who granted or last renewed the authorisation must cancel it if
they are satisfied that the investigation no longer meets the criteria upon which it was
authorised. This should be undertaken following a recommendation from the officer
managing the case, who will continually review the investigation against the criteria.
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9.27

10.

10.1

10.2

Where the Authorising Officer is no longer available, this duty will fall on the person who
is acting as Authorising Officer.

As soon as a decision is taken to cease the operation, an instruction must be given to
those involved to stop all Directed Covert Surveillance / using the CHIS. Aform recording
the cancellation should be completed. The forms to be used are shown at Appendix 3
and 4 (Directed Surveillance) and (Use of a CHIS) respectively. (Forms 3.4 and 4.4) The
date and time when such an instruction was given should be recorded in the central
record of authorisations and the notification of cancellation, where relevant.

Records Management

The Council must keep a detailed record of all Magistrate Approvals, Authorisations,
Renewals, Cancellations and Rejections in Directorates/Departments and a Central
Register of all Authorisations forms, Magistrates approvals, renewals cancellations and
rejections will be maintained and monitored by the Head of Governance, People &
Performance.

Recording Authorisations / Reviews / Renewals / Cancellations

The originals of forms authorising/review/renewing/cancelling or rejecting Directed
Surveillance or use of a CHIS should be forwarded to Head of Governance, People &
Performance. This information will be recorded on a Central Register. All forms should
be retained for a period of not less than 3 years after the Surveillance has been
discontinued. Similarly the relevant Directorate/Department shall retain a copy of such
forms for the same period.

Records maintained in the Department

The following documents must be retained by the relevant Head of Service for such
purposes.

e A copy of the forms together with any supplementary documentation and
notification of the approval given by the Authorising Officer and a Magistrate;

e Arecord of the period over which the surveillance has taken place;
e Thefrequency of reviews prescribed by the Authorised Officer;
e Arecord of the result of each review of the authorisation;

e A copy of any renewal of an authorisation, together with the supporting
documentation submitted when the renewal was requested;

e The date and time when any instruction was given by the Authorised Officer;

e The Unique Reference Number for the authorisation (URN)

Central Register Maintained by Head of Governance, People & Performance
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10.3

10.4

Authorised Officers must forward details of each Form to the Head of Governance,
People & Performance for the Central Register, within 1 week of the authorisation,
review, renewal, cancellation or rejection. Head of Governance, People & Performance
will monitor the same and give appropriate guidance, from time to time, or amend this
Document as necessary.

The Council will retain records for a period of at least three years from the ending of the
authorisation. The Investigatory Powers Commissioner’s (IPCO) will periodically
audit/review the Council’s policies and procedures, and individual authorisations.
Information required to be recorded on the Central Register:

e The type of authorisation;

e The date the authorisation was given;

e The date of the Order from the Magistrate;

e Name and position of the Authorising Officer;

e The unique reference number (URN) of the investigation; or operation

e Thetitle of the investigation or operation, including a brief description and names
of subjects, if known

e |f the authorisation is renewed, when it was renewed and who authorised the
renewal, including the name and name /position of the Authorising Officer and

the date of the Order from the Magistrate;

e Whether the investigation or operation is likely to result in obtaining confidential
information;

e The results of the review of the authorisation;

e The date the authorisation was cancelled

e A copy of the application and copy of the authority together with any
supplementary documentation and notification of the approval given by the

authorising officer.

e Therecord of the period over which the Surveillance has taken place.

The reasons for any request being denied.

The Central Register will be maintained electronically as well as a hard copy.

Head of Governance, People & Performance will be responsible for monitoring
authorisations, carrying out an annual review of applications, authorisations, refusals,
extensions and cancellations and maintaining a centrally retrievable record of
authorisations. Relevant Directorates must ensure that any data is processed in
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11.

12.

12.1

accordance with Data Protection legislation and in the case of use of CHIS’s, records
should be maintained in such a way as to preserve the confidentiality of the source and
the information provided by the source.

Handling Product From Surveillance Activities

Product from Covert Surveillance activities may consist of:

e Photographs

e Video film

e Voice recordings
e Surveillance log
e Officers’ Notes

The above may be required as evidence in current or future criminal proceedings.
Officers must have regard to the provisions of the Criminal Procedure and Investigations
Act 1996 in relation to unused material. Product obtained via an authorisation may be
used by the authority in other investigations.

Although specific legislation and the Data Protection Act 1998 provide for the disclosure
of information in certain circumstances, additional controls are introduced by the
Regulation of Investigatory Powers Act.

The use of any product obtained by authorised surveillance activities outside of the
Public Authority or the Courts should only be authorised in the most exceptional
circumstances. This requirement seeks to prevent product from being used for grounds
other than that for which it was obtained.

Officers may receive requests from other agencies for product which may include
photographs of suspects, descriptions, vehicle details. Where this information has been
obtained under an authorisation, further guidance should be sough from the Authorising
Officer, since disclosure may not be permitted under the provisions of the Code of
Practice

Storage and disposal of material

Generally, all material obtained or produced during the course of investigations subject
to RIPA authorisations should be processed, stored, and destroyed in accordance with
the requirements of The Data Protection Act 2018, The Freedom of Information Act 2000
and any other Legal requirements including those of confidentiality. Confidential
material should not be retained or copied unless it is necessary for a specified purpose
such retained material should be marked with a warning of its confidential nature and
should be destroyed after its use for a specified purpose.

Use of Covert Surveillance Equipment

Each department shall keep a record of equipment held and to be used for the purposes
of RIPA. A copy of the list of equipment should be forwarded to the Head of Governance,
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12.2

12.3

124

12.5

12.6

12.7

13.

13.1

People & Performance in order for the centralrecord of all equipment held by the Council
to maintained and be kept up to date.

The equipmentis to be held by the individual departments should be accessible by other
departments within the Council in order to carry out the functions under RIPA.
Appropriate training must be given to the individual installing and using the equipment to
ensure that the equipment is correctly installed and that data recorded is fit for purpose
and meets the objectives of the investigation.

The impact on necessity and/or proportionality will be directed related to the type of
equipment used. Any equipment used must be fit for purpose in meeting the

objectives of the investigation. It is therefore important for the authorising officer to be
informed of what equipment is being used and its capabilities [i.e. range, how its turned
on manually or remotely] on the application form so that due consideration can be given
when considering whether or not to grant the authorisation. The authorising officer will
also need to give consideration and advise how images will be managed, for example
images will not be disclosed without first speaking with the data controller to ensure
compliance with the appropriate data protection requirements under the Data
Protection Act 1998 and any relevant codes of practice produced by the Council.

When equipment has been installed a check should be undertaken at least every 48
hours if not daily in order to ensure it remains operational.

Covert Surveillance Equipment will only be installed with the necessary authorisation of
the Council’s authorising Officers. It will only be installed in residential premises if a
member of the public has requested help orreferred a complaintto the Counciland such
matter can only be investigated with the aid of covert surveillance techniques after all
the issues referred to in paragraphs 9.3, 9.4 and 9.15 have been considered. Any
permission to locate surveillance equipment on residential premises must be obtained
in writing from the householder or tenant.

Any request by a Council Officer to a resident to keep a video/audio/written diary as part
of aCovert evidence-gathering exercise will be regarded as a covert surveillance exercise
conducted on behalf of the council and must be authorised.

Recording sound (with a DAT Recorder) on private premises could constitute Intrusive
Surveillance unless itis done overtly e.g. it will be possible to record if the noisemaker is
warned that this will occur if the level of noise continues.

CCTV

The use of CCTV must be accompanied by clear signage in order for any monitoring to be
overt. If it is intended to use CCTV for covert monitoring for example by way of either
hidden cameras by targeted CCTV then an authorisation will be required That is where
a CCTV camera is trained on a specific person or a spot at a particular time in order to
observe the activities of a particular person or group of persons. That being said, where
CCTVis used in the monitoring of public areas in an overt way and just happens to catch
a criminal act, then this would not be classified as covert surveillance. However, there
may be occasions where a covert CCTV System is used for the purposes of a specific
investigation or operation, in which case, an application for Directed Covert surveillance
will be required.
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13.2

14.

14.1

15.

15.1

15.2

15.3

Reference should be made to the Council’s Code of Practice on CCTV.

Review of the use of RIPA

The Senior Responsible Officer (SRO) will be responsible for:

e the integrity of the process in place within the Council for the management of

CHIS/Directed Surveillance

e compliance with Part Il of the Act and with the Home Office Codes of Practice

e oversight of the reporting of errors to the relevant Commissioner and the
identification of both the cause(s) or errors and the implementation of processes to

minimise repetition of errors

e engagement with the Investigatory Powers Commissioner’s Office (IPCO) and

inspectors when it conducts its inspections, where applicable; and

e where necessary, oversight of the implementation of post-inspection action plans

approved by the relevant oversight Commissioner.

The SRO for the Council is the Head of Governance, People & Performance

Social Networking Sites and Internet Sites (SNS)

The use of the internet and social networking sites may be required to gather
information prior to and/or during an investigation, which may amount to
directed surveillance, and may interfere with a person’s Article 8

rights

If an overt account on a one off occasion is used to gather information or
evidence then no authorisation is considered necessary.

If a service intends to conduct covert surveillance on an individual or site by
regularly visiting and monitoring activity and it is considered that private
information is likely to be obtained then a RIPA Directed Surveillance
Authorisation will be required. The service would also have to consider
creating a covert account to carry out this work. In addition where a service

may need to communicate covertly online, for example contacting individuals,

a CHIS authorisation will be required

Care must be taken to understand how the social media site being used works.

Officers must not be tempted to assume that one service provider is the same as another

or that the services provided by a single provider are the same.

Whilst it is the responsibility of an individual to set privacy settings to protect

against unsolicited access to their private information on a social networking site, and
even though the data may be deemed published and no longer under the control of the
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15.4

16.

16.1

16.2

author, it is unwise to regard it as ‘open source’ or publicly available; the author has a
reasonable expectation of privacy if access controls are applied. Where privacy settings
are available but not applied the data may be considered open source and an
authorisation is not usually required.

Further Guidance is available for Council Officers in an advice Note on the use of social
networking sites for investigations/gathering evidence.

Complaints / Information

The Investigatory Powers Commissioner’s Office is an Independent Body who have the
oversight of the operation of RIPA. The Council as a public body is liable to inspection on
behalf of the Investigatory Powers Commissioner and have a duty to produce records
and comply with requests for information by the Commissioner or his Inspectors.

The Act establishes an Independent Investigatory Powers Tribunal which has full powers

to investigate and decide on any complaint relating to the operation of surveillance
regulated by the Act.
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Appendix 1 Covert Surveillance

Council’s Authorising Officers

The Regulation of Investigatory Powers (Directed Surveillance and Covert Human
Intelligence Sources) Order 2010, prescribes that in a local authority, authorisations for
Directed Covert Surveillance and the use of a CHIS should be granted to Directors, Head of
Service, and more senior posts or equivalent. Authorising officers should not be responsible for
authorising investigations or operations in which they are directly involved although it is
recognised that this may sometimes be unavoidable. Where an authorising officer authorises
such an investigation or operation the central record of authorisation should identify this.

The power to grant, renew, review, cancel and reject authorisations will be limited to only those
officers detailed below in order to ensure greater independence and consistency. Head of
Governance, People & Performance will maintain this list. If a Chief Officer wishes to add, delete
or substitute a post he/she must inform Head of Governance, People & Performance. Where
knowledge of confidential material is likely to be acquired, reference should be made to the
special arrangements set out in Appendix 5.

lan Duke, Chief Executive*
Chris Page, Deputy Chief Executive*

*These officers will be responsible for the authorisation of a vulnerable or juvenile
individual for the conduct and use of a covert Human intelligence Source (CHIS).
All other authorisations will be undertaken by the Officers set out below

Amanda Kendall, Head of Crawley Homes
Georgina Bouette, Head of Community Services

No officer with direct involvement in an operation should authorise the use of RIPA
unless it is unavoidable. If considered to be unavoidable the centrally record
should record that an officer with direct involvement in the operation has
authorised the use of RIPA.
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Appendix 2

RIPA FLOW CHART

Requesting Officer (‘The Applicant’) must:
e Read the Corporate Policy & Procedures Document and be aware of any other guidance
issued by the Head of Governance, People & Performance.
e Determine that directed surveillance and/or a CHIS is required.
e Assess whether authorisation will be in accordance with the law.
e Assess whether the authorisation meets the directed surveillance crime threshold.
o Assess whether authorisation is necessary under RIPA and whether it could be done
overtly.
e Consider whether surveillance will be proportionate,
e If authorisation is approved — review regularly.
If a less intrusive option is available and If authorisation is necessary and proportionate,
practicable use that option prepare and submit an approved form to the
Authorised Officer.
v
Authorised Officer must:
e Consider in detail whether all options have been duly considered,
including the Corporate Policy and Procedures Document and any
other guidance issued by the Head of Governance, People &
Performance.
e Consider whether surveillance is considered by him/her to be
necessary and proportionate.
e Authorise only if an overt or less intrusive option is not practicable.
e Set an appropriate review date (can be up to 3 months after
authorisation date) and conduct the review.
e Ensure that the Requesting Officer obtains formal approval from the
v v
The Applicant must: The Applicant must:
REVIEW REGULARLY If operation is no longer necessary
(Complete Review form) and or proportionate, complete
submit to Authorised Officer on CANCELLATION FORM and
date set submit to Authorised Officer
ESSENTIAL
Send all Authorised
(and any rejected)
Forms, Review,
Renewals and
v - - Cancellations to the
Authorised Officer must; Cancel auinorisation when it s Departmental Co-
If surveillance is still necessary and no longer necessa ordinator and to the
proportionate: rgtJ L rydotrh Head of Governance,
Review authorisation proportionate fo need the same. People & Performance
Set an appropriate further review date

A

»
>

NB: If in doubt, ask the Head of Governance, People & Performance or the
Legal Services Manager BEFORE any directed surveillance and/or CHIS is
authorised, renewed, cancelled, or rejected.




Appendix 3

RIPA FORMS: DIRECTED SURVEILLANCE

Ap pe ndix 3.1 Directed Surveillance Authorisation

Append iX 3.2  Review of Directed Surveillance Authorisation

Appendix 3.3  Renewal of a Directed Surveillance Authorisation

Appendix 3.4  Cancellation hitp://www.homeoffice.gov.uk/publications/counter-
terrorism/ripa-forms/cancellation-directed-surveillan?view=Binary
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http://www.homeoffice.gov.uk/publications/counter-terrorism/ripa-forms/application-directed-surveillanc?view=Binary
http://www.homeoffice.gov.uk/publications/counter-terrorism/ripa-forms/review-directed-surveillance?view=Binary
http://www.homeoffice.gov.uk/publications/counter-terrorism/ripa-forms/renewal-directed-surveillance?view=Binary
http://www.homeoffice.gov.uk/publications/counter-terrorism/ripa-forms/cancellation-directed-surveillan?view=Binary
http://www.homeoffice.gov.uk/publications/counter-terrorism/ripa-forms/cancellation-directed-surveillan?view=Binary

Appendix 4

RIPA FORMS: Covert Human Intelligence Source (CHIS)

Ap pe ndix 4.1 http://www.homeoffice.gov.uk/publications/counter-terrorism/ripa-forms/chis-
application?view=Binary

Ap pe Ndix 4.2  http://www.homeoffice.gov.uk/publications/counter-terrorism/ripa-forms/chis-
review?view=Binary

Ap pend IX4.3  http://www.homeoffice.gov.uk/publications/counter-terrorism/ripa-forms/chis-
renewal?view=Binary

Ap pend IX 4.4 http://www.homeoffice.gov.uk/publications/counter-terrorism/ripa-forms/chis-
cancellation?view=Binary

NB: If in doubt, ask Head of Governance, People & Performance or the Legal
Services Manager BEFORE any directed surveillance and/or CHIS is
authorised, renewed, rejected or cancelled.

Additional Notes on CHIS (This is an extract from the Home Office Code
of Practice on CHIS)

MANAGEMENT OF COVERT HUMAN INTELLIGENCE SOURCES

Tasking

1. Tasking is the assignment given to the CHIS by the persons defined at sections 29(5)(a)
and (b) of the 2000 Act, asking him to obtain, provide access to or disclose information.
Authorisation for the use or conduct of a CHIS will be appropriate prior to any tasking
where such tasking involves the CHIS establishing or maintaining a personal or other
relationship for a covert purpose.

2. Authorisations should not be drawn so narrowly that a separate authorisation is required
each time the CHIS is tasked. Rather, an authorisation might cover, in broad terms, the
nature of the source’s task. If the nature of the task changes significantly, then a new
authorisation may need to be sought.

3. It is difficult to predict exactly what might occur each time a meeting with a CHIS takes

place, or the CHIS meets the subject of an investigation. There may be occasions when
unforeseen action or undertakings occur. When this happens, the occurrence must be
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http://www.homeoffice.gov.uk/publications/counter-terrorism/ripa-forms/chis-application?view=Binary
http://www.homeoffice.gov.uk/publications/counter-terrorism/ripa-forms/chis-application?view=Binary
http://www.homeoffice.gov.uk/publications/counter-terrorism/ripa-forms/chis-review?view=Binary
http://www.homeoffice.gov.uk/publications/counter-terrorism/ripa-forms/chis-review?view=Binary
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http://www.homeoffice.gov.uk/publications/counter-terrorism/ripa-forms/chis-cancellation?view=Binary
http://www.homeoffice.gov.uk/publications/counter-terrorism/ripa-forms/chis-cancellation?view=Binary

recorded as soon as practicable after the event and if the existing authorisation is
insufficient it should either be updated at a review (for minor amendments only) or it
should be cancelled and a new authorisation should be obtained before any further action
is carried out.

Similarly, where it is intended to task a CHIS in a significantly greater or different way than
previously identified, the persons defined at section 29(5)(a) or (b) of the 2000 Act must
refer the proposed tasking to the authorising officer, who should consider whether the
existing authorisation is sufficient or needs to be replaced. This should be done in
advance of any tasking and the details of such referrals must be recorded. Efforts should
be made to minimise the number of authorisations per CHIS to the minimum necessary
in order to avoid generating excessive paperwork.

Handlers and controllers

Public authorities should ensure that arrangements are in place for the proper oversight
and management of CHIS, including appointing individual officers as defined in section
29(5)(a) and (b) of the 2000 Act for each CHIS.

Oversight and management arrangements for undercover operatives, while following the
principles of the Act, will differ, in order to reflect the specific role of such individuals as
members of public authorities.

The person referred to in section 29(5)(a) of the 2000 Act (the “handler”) will have day to
day responsibility for:

e dealing with the CHIS on behalf of the authority concerned;
e directing the day to day activities of the CHIS;

e recording the information supplied by the CHIS; and

e monitoring the CHIS’s security and welfare.

The handler of a CHIS will usually be of a rank or position below that of the authorising
officer.

The person referred to in section 29(5)(b) of the 2000 Act (the “controller”) will normally
be responsible for the management and supervision of the “handler” and general
oversight of the use of the CHIS.

Joint Working

10.

11.

In cases where the authorisation is for the use or conduct of a CHIS whose activities
benefit more than a single public authority, responsibilities for the management and
oversight of that CHIS may be taken up by one authority or can be split between the
authorities. The controller and handler of a CHIS need not be from the same public
authority.

There are many cases where the activities of a CHIS may provide benefit to more than a
single public authority. Such cases may include:
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12.

13.

e The prevention or detection of criminal matters affecting a national or regional
area, for example where the CHIS provides information relating to cross boundary
or international drug trafficking;

e The prevention or detection of criminal matters affecting crime and disorder,
requiring joint agency operational activity, for example where a CHIS provides
information relating to environmental health issues and offences of criminal
damage, in a joint police/local authority anti-social behaviour operation on a
housing estate;

e Matters of national security, for example where the CHIS provides information
relating to terrorist activity and associated criminal offences for the benefit of the
police and the Security Service.

In such situations, however, the public authorities involved must lay out in writing their
agreed oversight arrangements.

Management responsibility for CHIS, and relevant roles, may also be divided between
difference police forces where the Chief Officers of the forces concerned have made a
collaboration agreement under section 23 of the Police Act 1996 or section 12 of the
Police (Scotland) Act 1967, and the collaboration agreement provides for this to happen.

Security and Welfare

14.

15.

16.

Any public authority deploying a CHIS should take into account the safety and welfare of
that CHIS when carrying out actions in relation to an authorisation or tasking, and the
foreseeable consequences to others of that tasking. Before authorising the use or
conduct of a CHIS, the authorising officer should ensure that a risk assessment is carried
out to determine the risk to the CHIS of any tasking and the likely consequences should
the role of the CHIS become known. The ongoing security and welfare of the CHIS, after
the cancellation of the authorisation, should also be considered at the outset. Also
consideration should be given to the management of any requirements to disclose
information tending to reveal the existence or identity of a CHIS to, or in, court.

The CHIS handler is responsible for bringing to the attention of the CHIS controller any
concerns about the personal circumstances of the CHIS, insofar as they might affect:

e thevalidity of the risk assessment;
e the conduct of the CHIS; and
e the safety and welfare of the CHIS.

Where appropriate, concerns about such matters must be considered by the authorising
officer, and a decision taken on whether or not to allow the authorisation to continue.

38



Appendix 5

Covert Surveillance

Special Arrangements for Authorising Surveillance Where
Confidential Material may be involved

Confidential material is particularly sensitive and is subject to additional safeguards. In cases
where the likely consequence of the conduct of a source would be for any person to acquire
knowledge of confidential material,

An assessment should be made of how likely it is that the confidential material will be acquired.

Special care should be taken where the target of the investigation is likely to be involved in
handling confidential material. Such applications should only be considered in exceptional and
compelling circumstances with full regard to the proportionality issues this raises.

The following general principles should be applied:

e Those handling material from such operations should be alert to anything, which may fall
within the definition of confidential material. Where there is doubt, advice should be
sought from Head of Governance, People & Performance before further dissemination
takes place;

e Confidential material should not be retained or copied unless it is necessary for a
specified purpose;

e |t should be disseminated only where an appropriate officer (having sought advice from
the Head of Governance, People & Performance) is satisfied that it is necessary for a
specific purpose;

e The retention or dissemination of such information should be accompanied by a clear
warning of its confidential nature. It should be safeguarded by taking reasonable steps to
ensure that there is no possibility of it becoming available, or its content being known, to
any person where possession of it might prejudice any criminal or civil proceedings
related to the information;

e Confidentialinformation should be destroyed as soon asitis no longer necessary to retain
it for a specific purpose.
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Appendix 6

Seeking Magistrate approval for RIPA Authorisation

Officers should follow the following procedure:-

Complete and provide the completed RIPA authorisation form (and all necessary
documentation or background information) to the Authorising Officer to enable him/her
to make an informed decision recorded in writing on the form.

On receipt of the signed authorisation contact Legal Services and provide them with a
copy of the authorisation, and any other relevant information.

Legal Services will review the authorisation and ensure compliance with the law and
advise the Officer that he can proceed with the obtaining of the Magistrates approval
before contacting the Magistrate’s clerk.

The Officer will contact the Magistrates Clerk to arrange a hearing and give the Officer’s
dates to avoid for the following 14 days.

The Officer will complete the “Application for Judicial Approval for authorisation to use a
CHIS or to conduct directed surveillance form” (see Appendix 8) and produce a bundle
for the Magistrate containing all the information relied upon

The Officer will notify Legal Services when the hearing date has been confirmed.

The Officer will attend the Magistrate’s Court and present the case for approval of
authorisation. The Officer will be required to answer questions about the surveillance
which the Magistrate may wish to raise.

Whilst the original authorisation form will be shown to the Magistrate it will be given to and
retained by Legal Services for the Council’s central records and a copy provided to the
Court.

The Order section of the form at paragraph 5 above will be completed by the Magistrate
and will stand as the official record of the Magistrate’s decision.

Emergency Situations

10.

11.

Where an Officer considers an application for authorisation requires urgent Magistrates
approval they should contact Legal Services providing all relevant information as at
paragraph 3 above, with the addition of a brief outline of why the matter should be heard
quickly.

Legal Services will liaise with the Court Clerk to affect a quick hearing where it has been

assessed as necessary to do so. A delay in internal procedures does not constitute an
acceptable reason for an urgent Magistrate’s listing.
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12.

Note:

A Magistrate may consider an authorisation out of hours in exceptional circumstances.

Legal Services can assist the Officer with the above process and attend the Magistrates

Court with the Officer if required.

Hearing Outcome

13.

14.

15.

16.

17.

18.

19.

On the outcome of an application the Magistrate may impose any of 3 determinations:

1. Refuse to approve the grant or renewal and quash the authorisation notice.
2. Refuse to approve the grant or renewal of an authorisation notice.
3. Approve the grant or renewal of an authorisation notice.

Should a Magistrate quash an authorisation this means that the application was found to
be fundamentally flawed. The Council in such circumstances will be given 2 business
days to make representations should it wish to do so as to why the authorisation should
not be quashed should it wish to do so. If an authorisation is quashed it cannot rely on it
and a fresh authorisation will be required before further approval is sought.

Should a Magistrate refuse to grant an approval the Council could consider reapplying
following consideration of the reasons for that refusal.

Inthe case of any reapplication or submission, Legal Services will provide advice and draft
the appropriate paperwork where appropriate.

Where the Magistrate approves an authorisation notice the surveillance may lawfully take
place for the period it is granted.

All renewals must be put before a Magistrate following referral to Legal Services and the
same process as above followed. Cancellations and Reviews are not required to be

placed before a Magistrate.

There is no right of appeal following a determination by a Magistrate except by way of
Judicial Review on a point of law.
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Appendix 7

The Magistrates’

Approval Process

Complete authorisation form and seek
approval of Authorising Officer

A4

Complete judicial approval
application form

A4

Contact local Magistrates’ Court to
arrange a hearing

A4

Attend Court with:

- Counter-signed RIPA authorisation
form plus a copy

- Judicial approv
plus copy

al application form

- Any other relevant reference or
supporting material

\ 4

MAGISTRATES’ DECISION OPTIONS

A 4

A

A

REFUSE TO APPROVE
and quash the
authorisation due
fundamental flaw

(2 days to make
further
representations)

REFUSE TO

authorisation due to a
technical issue

(Make correction and
resubmit to Court)

APPROVE

APPROVE
THE
AUTHORISATION

Council can go ahead
with the surveillance
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Appendix 8

Application for judicial approval for authorisation to use a covert human intelligence source or to
conduct directed surveillance. Regulation of Investigatory Powers Act 2000 sections 23A, 23B, 32A,
32B.

[ ToR=1 I= 101 d Yo ] g1 £V OO PPRPRPROR
[IoYeR-1R=101d Yo ] g1 aYAe [T oF=1 00 01T ) O PP PPP PP
Offence UNAer INVESTIZATION: «iiiiiuiiee ettt ettt ettt e ettt ee e e ettt e e e eeeaanaeeeeesannnnaeeaaesnnnsnnnnnnns

Address of premises or identity Of SUDJECT: ..cuun i et eee e ee et eeaeeea e eeeeaaaens

Covert technique requested: (tick one and specify details)

Covert Human Intelligence Source |:|

Directed Surveillance |:|

Summary of details

Note: this application should be read in conjunction with the attached RIPA authorisation/RIPA application or
notice.

INVESTIAtING OFffiCEOI: .uniiiii ittt et ettt ee e et e e et e eeaas seesasseasssseanssaaensseeennssrennssnnnns
Authorising Officer/DesigNated PEIrSON: ... ...iiiiiuiiee et eeeeeieeeeeettteeeeee i eeeeeeteeaaaeesseeanneeseeeseennnsseeeees
Officer(s) appearing DETOIE JP: ... i ittt ee et s e et aaaeee e e ettt seeaeennaeseeesasnnnaeeen
Address of apPliCant dEPArTMENT: ....iiueiiiiiiiiie i ete e et e ettt e e teee e e e eesaneeeauneeeannseennsseennnseennneeennnns
(070] g} ¢=Tox i (=1 K=T o a o] a U= o 1¥ n ] oY= AP
(0Fe] g} =Tox =Ta o P=18=To [0 L =X-T 1 (o] o] 4 o] o F= ] } LA PN
o Tod- 1= 101 d Yo ) VA (=1 (=] (=] 4 [o1 =P PRSP PPPRRPPPPRRPPRt

N[0T gl o T=T o] il o F= 1= LT PPN
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Order made on an application for judicial approval for authorisation to use a covert human
intelligence source or to conduct directed surveillance. Regulation of Investigatory Powers Act 2000
sections 23A, 23B, 32A, 32B.

A STIATES” COUI: .uuiiiiiiiiiieittiieettieeettueeeenenteaesteeenserenssteensssressssrsssssrsssssnsssesssssesssssesnsssesnsssensnssernnns
Having considered the application, | (tick one):
|:| am satisfied that there are reasonable grounds for believing that the requirements of the Act were
satisfied and remain satisfied, and that the relevant conditions are satisfied and | therefore approve
the grant or renewal of the authorisation/notice.

refuse to approve the grant or renewal of the authorisation/notice.

I:I refuse to approve the grant or renewal and quash the authorisation/notice.

Signed:
Date:
Time:

Full Name:

Address of magistrates’ court:
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